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Hashing (1)

dictionary

>
>

symbol table in computer science

application
spelling checker
thesarus
data dictionary in database application

symbol tables generated by loader, assembler, and compiler

operations on symbol table

>
>
>
>
>

determine if a particular name is in the table
retrieve the attributes of that name
modify the attributes of that name
insert a new name and its attribute

delete a name and its attributes

use hashing

» very good expected performance: O(1)



Hashing (2)

identifiers

hash table

fix)=a 77 «
hash function




Hashing (3)

Hash Table
> Def)
identifier density of a hash table:
» n/T where

» n: number of identifiers in table

» T: total number of possible identifiers

loading density or loading factor of a hash table:
» a =n/(s'b) where
» s: number of slots in each bucket
» b: number of bucket
two identifiers i; and i, are synonyms with respect to f, if
> f(i,) = f(i,) where i, #1i,
an overflow occurs when
» we hash a new identifier, i, into a full bucket

a collision occurs when
» we hash two nonidentical identifiers into the same bucket

collisions and overflows occur simultaneously iff
» bucket size is 1



Hashing (4)

Example) hash table ht with b=26, s=2, n=10

» hash function f
1st character of identifier

slot 0 slot 1 Identifiers
0 acos atan acos
1 define
2 char ceil gggt
3 define char
4 exp atan
5 float floor ceil
6 floor
clock
ctime
25

» hash table with 26 bucket and two slots per bucket



Hashing (5)

Hash Function

» requirements for a hash function
edasy fo compu’re

minimizes the number of collision (but, we can not avoid
collisions)

» uniform hash function

for randomly chosen x from the identifier space,
Plf(x)=i] = 1/b, for all buckets i

a random x has an equal chance of hashing into any of
the b buckets



Hashing (6)

Hash Function (cont.)

» mid-square
middle of square hash function
frequently used in symbol table applications

hash function f_
» squaring the identifier

» obtain the bucket address by using an appropriate number of
bits from the middle of the square

» if we use r bits, 2" buckets are necessary



Hashing (7)

Hash Function (cont.)

»division(modular)

use the modulus(%) operator

fo(x) = x % M where M: table size
» range of bucket address: 0 ~ M-1
» the choice of M is critical

» choose M as a prime number such that M does not divide r*ta
for small k and «
» choose M such that it has no prime divisors less than 20



Hashing (8)

Hash Function (cont.)

» folding
shift folding

» ex) identifier x = 12320324111220

x, 123 123

X, 203 203

X 24] 24]

X, 112 112

Xs 20 _I_) 20
699

» folding at the boundaries

x, 2031 — | 302 x, 112 = 211

» —> 123 + 302 + 241 + 211 + 20 = 897



Hashing (9)

Hash Function (cont.)
»digit analysis
used in case all the identifiers are known in advance
examine the digits of each identifier

delete those digits that have skewed distributions

select the digit positions to be used to calculate the hash
address



Hashing (10)

Overflow Handling

» linear open addressing

linear probing

» when overflow occurs, linear search for the empty slot in the
hash table using circular rotation

bucket X # of comparisons
acos
atoi
char
define
exp
ceil
cos
float
atol
floor
ctime
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Hashing (11)

Overflow Handling (cont.)

» linear open addressing (cont.)

quadratic probing

» examine the hash table buckets ht[f(x)], ht[(f(x) + i?) % b],
ht[(f(x) - %) % b],
» for 0 <i < (b-1)/2, where b: number of buckets in the
table

» reduce the average number of probes
rehashing

» use a series of hashing functions f,, f,, =, f,

» bucket f,(x) is examined fori= 1,2, , b



Hashing (12)

Overflow Handling (cont.)
» chaning

defect of linear probing

» comparison of identifiers with different hash values

maintain list of identifiers
» one list per one bucket
» each list has all the synonyms

» requires a head node for each chain

link data(key) link —T—
bucket(head node) list(linked list)
13 2 ZSHOFC SHOFEH



Hashing (13)

Overflow Handling (cont.)

» chaning (cont.)

[0]
[1]
[2]
[3]
[4]
[5]
[6]

[25]

Y

> acos > atoi atol L
[ L
> char > ceil > cos > ctime | T 1
> define | T L
~| exp L
> float > floor L
[ L
[ L
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a9| M

ElGamal A& &1 2|=
> 7| 4l
> ANH
> MHAS
DSS(Digital Signature Standard) A|H &1 2|&
ElGamal A& 7|& 88
» NISTO|| 2|8l 1994 122 HE = K|{EH
» ElGamal(512H|E)ELC} 2 A EHZH160H|E)
> NG
» M3 4S5 B
[U T CIRE MY 2D2|S
» EC-DSA
1985 N.Koblitz2} V.S Miller 7} RSA HfAIO| CHOFO 2 K| A|
= AUSH O M S AlS{SH=0| RSA 1024 H E,ECC 160 HI E
» EC-KCDSA

E
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off | et~ (1)

MD5 (Message Digest Version 5)
> 512H|E QI3 128H|E =
» 2|0 d0f| oot 2| 2 Ql5l 7| & S84 T AL Z0 ALE

Alct
MD4 (Message Digest Version 4)
» 1990 Rivest/| 7} &
» HA|X|Z 128H|EZ &=
> MD5ECE OF7H = 11, OFM o S HO| M= Cha BO{ 3

MD?2 (Message Diges'r Version 2)
>» PEMEZZEEZ0 &

» HOFM 2 HIO|E | romdom permutation0]| Ef 2 19,{%
> ChE 2 E O O 22| X[ F|ef &2 Of
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sl 4 &4~ (2)

RIPE-MD

> S EO|RIPEZZ M E O A 7l 2=l Sl &b
>SHA-1T RX| 2 MM E 747 Ho 2 HItE|O,
128, 160, 256, 320 H|E ||| =272 M=

HAVAL
» 1992 ZhengOf| S35l 7HE!
» =gt 407 7HH
»MD5E HY S 1024H|E EEC 2
» CIQFSH 2} C 20 771 0| 7HHH SH2~ 128, 160,
192, 224, 256 H|E Z0| 8|4|3+ &
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off 7| et~ (3)

SHA (Secure Hash Algorithm)
» NISTO|| 2|3l 1993 FIPS PUB 1802 &2 H T %}
> MD42} S ALSHA A A
> 512H|E CHR| 2 HA|X| S /=IO 160H|E Sligf =5 (Y
H HAIX] 20| = 512 H|E ’S Hi 2 =)
SHA-1(M XA EH £)1F MD5 H|
> 24249 7| Z0[2] XtO[7t RS (160 : 128)
> &4 LS HU A SHA-10| § ZSIEE (Z0] X+0])
OFM A . SHA-10| H| ™ [ OFA
41 . G1AH0| BEO} SHA-10] cri =t
ChaMTEZHAN  F 2 T2|5 25 H D ZHCHSH M8 80

HFO| E #+=A{ : (big-endian : I|’r’r|e-end|qn)
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ol + &< (4)

Hash Function | Output Length Round | Block Size Speed
MD4 128 48 512 1.00
MD5 128 64 512 0.68

RIPE-MD-128 128 128 512 0.39
SHA-1 160 80 512 0.28

SHA-256 256 64 512
SHA-384 384 80 1024
SHA-512 512 80 1024

RIPE-MD-160 160 160 512 0.24

RIPE-MD-256 256 128 512

RIPE-MD-320 320 160 512
Tiger 192 56 512
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UHIH O = MD57} BEO| AFEE[11 RS
> F IOl HAE[O Mo AtE H

SHA-12 C|X| & MYO| A2 o= E A&

AESO| 128, 192, 256H|E 0] 2SI L =E SHA256,

SHA382, SHA5122 2HAE

RIPE-MD-128, RIPE-MD-160, RIPE-MD-256, RIPE-MD-3202

MD5E CHAlE = R/ EZ ¢t
> RIPE-MD-1282 ==X 2|7} 92
> RIPE-MD-1602 2282 X0 =2 ¢t Edo =2 2| A8

~N

S
Tigeri= 64H| E %0 £/ % 3 &l
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7| £r2|( Key Management)
s
= HY (distribution)
H gt
TE (7
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KDC (Key Distribution Center)

7(2] -d1r =8l &

e[ & HEYote &

CC L AlA‘l

— =

> AFEXEQ| =7}
wOrES 7| 2e| 7t
GRS

YT

ST OS54 (flot

multiple KDC)

ASH CHEA
(hierarchical multiple KDC)

A " KD(;'I //KDC\‘ _//KDC\\_:/KDE\]
[ = 7= \ L 1 / ‘\ 2 [\ 3 /{
User A 2/ ’\ »_-/ \,_/ \\ 3 ‘
User B ;
User C User A User A
User D
59 U5 A AT 5 24 4
(Key Distribution Center) (flat multiple KDC)
@
(<o) 77N
. ) ( knc )
\> - ot
l‘/KDc )
\'"/ User A

ASH CfF 26 A

(hierarchical multiple KDC)



SKA(Symmetric Key Agreement)

KDCE AFESHR| Q1 & SAIXIO| N417|2 2
D-H(Diffe-Hellman) KA(Key Agreement)
> = AR XI7} OHHSIH 7|2 meste Al
> O|AMCH== 02| S| 2
AEAFAE 2|o| &= xE D21 R, = g*mod p A4
ArEXAFBE oo &= yE N2 R, = g" mod p A4t
SP Ml
AHE X} A= (R,) mod p H| A
A X} BE= (R,) mod p H| A
= (R,)* mod p = (g” mod p)* mod p = g"* mod p = g*¥ mod p =

(g* mod p)Y mod p = (R,)” mod p
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