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ARP

Address Resolution Protocol
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Reverse Address Resolution
Protocol

o | |
>

> ol
[>
|m

2R
» SIC C|ATT}F Q=
AMAE(X BHO2 8)2

4l MAC = ARP 7|5 (=41 IP)

&4 IP = RARP 75 (84 MAC)

A
o

lE CjlA3

Apdlelip =28 MY £
He
HA O (712 8-8] RARP2| HRA

ROMO|| TFTPS 7|2

T2EZTFE = x}

ME{O) M 2 B2 o S

o 2 2| off XA > ﬁgBI MAC =25 Bt

» 0| ZL XIAIO| HW T=AE e

o oot o b T S > Y HEE 7LX| D Qs
25 SHO] RARP A{H{ 7} RARPAJB{ JF S Ct
AT P 524 0/F



BOOTP2} DHCP (1)

BOOTP(Bootstrap Protocol)
» DHCP MO /2=l 2 AE A T2 ES
DHCP(Dynamic Host Configuration Protocol)
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BOOTP2} DHCP (2)
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DHCP (1)

DHCP 5| 5§

op(1) htype(1) hlen(1) hops(1)
xid(4)
secs(2) flags(2)
ciaddr(4)
yiaddr(4)
siaddr(4)
giaddr(4)

chaddr(16)

sname(64)

file(128)

option(variable)

>

v

op(message op code)

1 = BOOTREQUEST, 2 =
BOOTREPLY

htype (hardware address type)
hlen (hardware address length)
hops

Client sets to zero

optionally used by relay agents

xid(Transaction ID)

a random number chosen by the
client

secCs

Filled in by client

seconds elapsed since client
began address acquisition or
renewal process

flags
B: Broadcast flag



DHCP (2)

DHCP 3| T (7| <5)

» ciaddr (Client IP address)

only filled in if client is in BOUND, RENEW or REBINDING state and can
respond to ARP requests

» yiaddr ('your' (client) IP address)

» siaddr (IP address of next server to use in bootstrap)
returned in DHCPOFFER, DHCPACK by server

» giaddr (Relay agent IP address)

used in booting via a relay agent
» chaddr (Client hardware address)
» sname (Optional server host name)
null terminated string

» file (Boot file name)
null terminated string

» options (Optional parameters field)



DHCP (3)

DHCP 7| <

» Configuration parameters repository

provide persistent storage of network parameters for network
clients
stores a key-value entry for each client

» |P-subnet-number, hardware- address, ...

» Dynamic allocation of network addresses

allocation of temporary or permanent network (IP) addresses to
clients

> “lease”
» the period over which a network address is allocated to a client
» client may extend its lease with subsequent requests
» client may issue a message to release the address back to the server

» may ask for a permanent assignment by asking for an infinite lease



DHCP (4)

DHCP 0| A| X]
» DHCPDISCOVER

Client broadcast to locate available servers.

» DHCPOFFER

Server to client in response to DHCPDISCOVER with offer of
configuration parameters.

» DHCPREQUEST

Client message to servers either

» (a) requesting offered parameters from one server and implicitly
declining offers from all others,

» (b) confirming correctness of previously allocated address after,
e.g., system reboot, or

» (c) extending the lease on a particular network address.



DHCP (5)

DHCP | A| X[ (A %)
> DHCPACK

Server to client with configuration parameters, including committed
network address.

» DHCPNAK

Server to client indicating client's notion of network address is incorrect
(e.g., client has moved to new subnet) or client's lease as expired

» DHCPDECLINE

Client to server indicating network address is already in use.

» DHCPRELEASE

Client to server relinquishing network address and cancelling remaining
lease.

» DHCPINFORM

Client to server, asking only for local configuration parameters; client
already has externally configured network address.
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» DHCPE

Server
(not selected)

Determine
configuration

» Graceful Shutdown
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ICMP (1)

Internet Control Message Protocol
ICMP | A X|
» ECHO REQUEST, ECHO REPLY: ping I = 124
» DESTINATION UNREACHABLE: =2l S AE 0| E 2
=/t
» SOURCE QUENCH: H|EQ30|| & st X1 BEx=o0 2
T EARTE (P
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ICMP (2)

ICMP -6‘” E_l _CCID_SI A_! Type | Code Checksum
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ICMP Oj|A| X[ Q] M=

ICMP (3)
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IGMP (1)

Internet Group Management Protocol
H E| 7 2 Bl (Multicasting)
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IGMP (2)

IGMP 3| & Al
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IGMP (4)
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